
Cyber risk is one of the most immediate and financially 
material risks that organizations face today. Those that 
fail to implement robust management on cybersecurity 
may be less resilient in the long term. In this paper we 
undertake a deep dive into the world of cybersecurity, 
covering the following main areas: 
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In focus

CYBERSECURITY SCORECARD 
We have developed a proprietary  
cybersecurity scorecard as a way of  
measuring company cyber preparedness.  
The scorecard consists of nineteen metrics and assesses 
corporate cybersecurity across three dimensions (exposure, 
management and momentum).

ANALYSING RECENT  
CYBERSECURITY BREACHES  
We find the majority of breached companies were 
synonymous with a cybersecurity score that  

i) underperformed its sector peer group 

ii) underperformed its regional peer group and  

iii) contains a declining momentum score.

SCORECARD HEADLINE RESULTS  
We have calculated a cybersecurity score for  
over 6,000 globally listed companies. The results  
of the analysis are presented within a cybersecurity scorecard, 
highlighting the top and bottom performing regions and 
sectors. We can also explore the sectors within each region, to 
identify the most and least exposed areas. Our headline results 
indicate that regionally Developed Europe scores highest, 
while Developed Pacific scores lowest. On a sector basis, 
utilities fair best while industrials are most exposed.

KEY TACTICAL AND STRATEGIC 
RECOMMENDATIONS  
Lastly, in collaboration with the UK National Cyber Security 
Centre and the Department for Digital, Culture, Media & 
Sport, we have generated a range of tactical suggestions 
and strategic recommendations that investors can use to 
benchmark company cybersecurity performance and use as 
a best practice guide when engaging with corporates.
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The IBM Cost of a Data Breach Report also showed that the 
top five countries or regions with the highest average cost of 
data breach were the US ($9.44m), the Middle East ($7.46m), 
Canada ($5.64m), the UK ($5.05m) and Germany ($4.85m), all of 
which faced YoY increases in costs in 2022. Similarly, over 70% 
of industries surveyed experienced a YoY increase in the cost of 
cyber breaches in 2022, as shown in figure 3. 

Fig 1: Top three concerns for companies globally 2022

It is well understood by the investment community and business leaders that the threat of cyber attacks to businesses is growing. In the 
first nine months of 2022, businesses suffered c50% more cyber attacks per week compared to the same period in 2021, according to 
data from leading cybersecurity vendor CheckPoint. Consequently, cyber risks have become the largest concern for companies globally. 
Indeed, in 2022, 44% of company respondents to the Allianz Risk Barometer Survey highlighted cyber incidents as the top concern, as 
show in figure 1 below.

Fig 2: Average cost of a data breach Fig 3: Cost of a data breach by industry  

Source: IMB, Cost of A Data Breach Report 2022. Source: IMB, Cost of A Data Breach Report 2022. 

Source: Allianz Risk Barometer, 2022.
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1. CYBERSECURITY – SETTING THE SCENE 

As well as becoming more frequent, cyber attacks are also 
becoming more costly to businesses. In 2022, the average cost 
of a data breach increased 3% YoY to reach an all-time high of 
$4.35m, representing a +13% increase since 2020. As show in 
figure 2 below, the increase in breach costs were driven by  
rises in the notification, post breach response and detection  
and escalation cost segments (source: IBM Cost of a Data  
Breach Report).
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In 2021, for the first time over five years, the finance and 
insurance industry was not the most attacked sector. Instead, the 
manufacturing industry took top place receiving 23% of attacks 
(IMB X-Force Threat Intelligence Index). 

Whilst the finance and insurance sector was the second most 
attacked sector in 2021, it was the number 1 most attacked sector 
in each of the previous four years. Professional and business 
services was the third most attacked sector in 2021, accounting for 
13% of attacks. 
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Cyber attacks represent an external threat to company value. 
Sustainability analysis is focussed on managing business risks 
and opportunities that are often found outside of a companys’ 
core operational activities. The most sustainable businesses 
long-term are likely to be those that can recognise the threats 
ESG issues may pose to company value and manage these threats 
appropriately. 

Cyber risk typically sits outside of traditional fundamental 
company analysis but has the capacity to be one of the most 
immediate and financially material risk that organizations face 
today. Those that fail to implement robust management on 
cybersecurity will be less resilient and less sustainable.

Beyond financial risk, cybersecurity is also social threat. As well as 
posing a threat to corporate value, cyber breaches also represent 
a threat to the individuals whose personal data is often the key 
target. The wider impact of corporate cybersecurity breaches 
to society can range from individual identity theft through to 
personal financial losses. 

Correspondingly, state-backed hackers targeting critical 
infrastructure industries and social media platforms do so in order 
to create widespread social and economic damage. Often this 
occurs through the exploitation of marginalised groups and the 
disruption to political stability.

WHY IS CYBERSECURITY A SUSTAINABILITY ISSUE?

2. ASSESSING COMPANY EXPOSURE TO CYBERSECURITY RISKS: 
INTRODUCING SCHRODERS’ CYBERSECURITY SCORECARD 
SCORECARD OVERVIEW

Assessing corporate cybersecurity performance is a notoriously 
challenging exercise to undertake from an external standpoint. To 
truly understand what technical protection is in place, how well-
equipped processes and employees are to handle a cyber breach 
and the full scope of incidence response plans, deep engagement 
will remain the best way to assess these cyber practices. To help 
with this, in section 5 of this paper, we have outlined some of 
the key tactical and strategic practices we would expect/suggest 
a company to adopt to bolster its cybersecurity management 
capabilities. 

Whilst undertaking deep dive engagements with company 
CEOs and CISOs is typically the best way to get “under the hood” 
of a company’s cyber defences, this can be time consuming, 
challenging to do so at scale and relies on the good faith of 
answers being received.

We have therefore developed a proprietary cybersecurity 
scorecard as a way of externally measuring company cyber 
preparedness. Using a range of cybersecurity indicators, across 
6.3k companies globally, this scorecard can be implemented as 
an objective way of quickly viewing the strength of a company’s 
cybersecurity practices. Through the scorecard, companies can 
be assessed relative to industry peers, geographic peers and by 
company size. 

It is important to stress that the scorecard should be used as 
an initial indicator of how companies may be performing in the 
area of cybersecurity, after which further targeted analysis can 
be undertaken. The scorecard consists of nineteen metrics and 
assesses corporate cybersecurity across three dimensions:

Cybersecurity exposure – this measures the extent to 
which a company may be exposed to cyber threats based 
on internet activity, type of business activity it undertakes 
and the geographic regions in which it operates. 

Cybersecurity management – this measures the 
robustness of a company’s cybersecurity practices 
including management oversight, company policies, 
training and auditing practices. 

Cybersecurity momentum – this measures the recent 
trajectory of certain cybersecurity vulnerability metrics, 
to determine whether the company’s threat level is 
worsening, improving or remains stable. 

As figure 4 below demonstrates, companies can theoretically 
achieve a maximum score of 80, meaning a company has achieved 
the best exposure score, has extremely strong cyber management 
practices and has improving momentum in its cyber vulnerability 
indicators. Conversely, the minimum cyber score a company can 
achieve is -35.
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Fig 4: Cyber security scorecard
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SCORECARD COMPOSITION
The scorecard consists of company data, MSCI data and data from a specialised third-party vendor, BitSight & IHS.

A company’s cybersecurity exposure score is the summation of a range of indicators including 
Bitsight data and revenue exposure to activities or sectors which are highly exposed to data 
security risks. Scores can range from range from -15 to 30, with a higher score indicating better 
cybersecurity performance.

Management indicators look beyond how exposed a company may be to cyber threats and instead 
attempts to measure the company’s ability to manage these threats by examining the processes, 
policies and procedures they have in place to deal with such threats. A company’s management 
score is the summation of metrics including whether the company has strong policies and 
governance in place to mitigate cyber risks. Scores can range from 0 to 30, with a higher score 
indicating better cybersecurity management practices.

The momentum score highlights the extent to which a company’s exposure to cyberthreats has 
improved or deteriorated over the previous year. A company’s momentum score looks at the 
trends around their Bitsight ratings. Scores can range from -20 to 20, with a higher score indicating 
improving cybersecurity momentum.

BitSight & IHS 
A leading cybersecurity data provider
 – BitSight is a specialist cybersecurity data provider that collects externally available internet data on 

cybersecurity performance, from over 120 different data sources
 – These sources look at malicious activity, social chatter, vulnerabilities and other issues across the globe, 

collecting over 80 billion datapoints every day
 – Through a proprietary algorithm, BitSight uses this data to produce a security rating for over  

110k companies
 – BitSight customers include 20% of the Fortune 1000 and more than 120 government institutions across  

30 countries
 – 50% of the global cyber insurance gross written premiums are underwritten by BitSight customers 

A company can receive a maximum score of 80 and a minimum score of -35. When analysing company scores, it is important to look at 
the regional and sector context, as we do in the next section.

Source: Schroders.
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On a sectoral basis, as displayed in figure 5, the Industrials 
sector was the worst performing sector, with a cyber security 
score of 21.8. The Industrials sector ranked either the worst or 
second worst sector in all the regions except the USA, where 
Healthcare and Energy were the worst performing sectors. 

The Utilities and Telcos sectors had the strongest 
cybersecurity performance with respective scores of 25.2 and 
25.1 (fig 5). The Telco sector ranked first in both the Emerging 
Market and Developed Pacific regions. The Utility sector was the 
second best performing sector in both Developed Europe and 
the USA and  had the third best cyber security performance with 
Emerging Market companies. 

As shown in table 1, the best performing region was Developed 
Europe where, on average, companies had a cybersecurity 
score of 24.6. Despite having the worst cyber exposure metric, 
companies in Develop Europe showed very strong cyber 
management practices and it was this, in conjunction with a  
stable momentum metric, that underpinned the strong overall 
regional score.

Companies in the Developed Pacific region, on average, had 
the poorest cybersecurity performance, with a mean score of 
22.4. This was driven by a combination of low scores in both the 
exposure and management metrics (albeit with neither actually 
being the worst metric scores individually), which was then  
further depreciated by incurring the lowest cyber security 
momentum score. 

Table 1: Cybersecurity regional scores

Fig 5: Global cybersecurity scores by sector

Source: Company data, BitSight, MSCI. 

3. SCHRODERS’ CYBERSECURITY SCORECARD: THE RESULTS 

When comparing the scorecard performance relative to the 
average cost of cyber breach data, we note that, despite having 
the highest cost of data breach, the healthcare sector is one of 
the worst performing sectors in the cybersecurity scorecard. 
Consequently, we would suggest that cyber due diligence on 
companies in the healthcare sector should be more thorough. 

Cyber Score Developed Europe USA Emerging Markets Developed Pacific 

Momentum score 0.0 0.0 -0.2 -0.5

Exposure score 13.7 15.0 17.1 14.3

Management score 10.9 8.0 6.8 8.6

Total Cyber Score 24.6 23.0 23.6 22.4
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Additionally, the manufacturing/industrials sector became the 
top most attacked sector in 2021 (IBM Threat Intelligence) and 
is the worst performing sector in our cybersecurity sector, again 
suggesting that extra diligence needs to be given for companies in 
the industrials spaces as well. 
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Using systematically recorded global cyberattack data  
from KonBriefing Research, we have analysed a selection  
of the most recent cybersecurity breach events that have 
occurred within globally listed companies. Figure 6 presents 
case studies of some of these most recent company examples, 
where a cyber attack was suffered within the past three months 
(September – November 2022).

When analysing how all the companies fared, there are three 
interesting observations we would draw investors attention to:  

1 All companies had a cybersecurity score below their 
respective sector averages

2 The majority of companies had a cybersecurity score below 
their regional average 

3 The majority of companies had a negative cybersecurity 
momentum score 

The scorecard will clearly not discover weak cyber performance 
in every company and, certainly, breach events will still occur 
even when a company appears to have a strong showing in the 
cybersecurity scorecard. 

However, we would propose that extra cybersecurity due 
diligence should be undertaken when a company’s cybersecurity 
score is i) significantly underperforming its sector peer group, 
ii) underperforming its regional peer group and iii) contains a 
declining momentum score. 

Fig 6: Recent cyber breaches – case study examples

4. SCORECARD IN PRACTICE –  
ANALYSING RECENT CYBERSECURITY BREACHES

Cyber 
breach

Sector relative 
cyber score

Regional relative 
cyber score

Momentum 
score

Uber Technologies

September 2022

Sensitive 
customer data 

stolen

-20%
(below sector average)

Uber score = 20.9 
US tech sector avg. = 26.2

-9%
(below sector average)

Uber score = 20.9 
US regional avg. = 23.0

-7.7%

Starbucks

September 2022

Customer 
database was 

breached online

-12%
(below sector average)
Starbucks score = 19.3 

Consumer cyclical sector avg. = 22.0

-16%
(below sector average)
Starbucks score = 19.3 
US regional avg. = 23.0

-6.5%

Samsung Electronics

September 2022

Systems were  
hacked to steal  
customer data

-29%
(below sector average)

Samsung Elec. score = 17.8 
Tech sector avg. = 24.9

-21%
(below sector average)

Samsung Elec. score = 17.8 
Dev Pacific avg. = 22.4

-5.4%
Source: Schroders, company data. 
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5. WHAT DOES THIS MEAN FOR COMPANIES?
The scorecard can be used as an initial indication of how a 
company may be performing in regard to its cybersecurity. 
Once a company has been found to be underperforming 
however, it is often difficult to know how the company can 
improve its cybersecurity practices. Similarly, following reports 
of a cybersecurity breach at a company, it can be challenging 
to determine whether the remedial actions the company has 
committed to take will be sufficient enough to minimize the 
likelihood of a repeat breach in the future.

Consequently, in collaboration with the UK National Cyber Security 
Centre and the Department for Digital, Culture, Media & Sport, 
we have generated a range of tactical suggestions and strategic 
recommendations to better understand company cybersecurity 
performance and provide a best practice guide when engaging 
with corporates.

TOP FIVE FOCUS AREAS FOR CYBERSECURITY  
COMPANY ENGAGEMENT

We believe are the five most prominent areas to question a 
company on when engaging on cybersecurity:

Staff education and training (tactical recommendation)
It is important to remember that technology is not a panacea. 
Strong security-technology budgets do not mean a company 
is completely secure. The best systems in the world can still be 
undone by poor implementation. Employees are a first line of 
defence and should be accountable for information security, not 
just the CISO. Employee education and training is therefore a vital 
part of cybersecurity defence and something all companies should 
be undertaking frequently. 

Check and update ingress/egress traffic control (tactical 
recommendation) 
A company should be continuously monitoring the traffic of 
information that enters (ingress data) and leaves (egress data) the 
network. Similarly, the company should ensure that the ingress 
and egress controls are kept up to date (i.e. ensuring firewalls 
are updated, access control lists are reviewed etc). Often ingress 
restrictions will be strong but egress restrictions much weaker  
(one of the first thing malware software does is “call home” once  
it’s entered).

CISO reporting structure (strategic recommendation) 
A fairly common structure within companies is for the Chief 
Information Security Officer (CISO) to report into the Chief 
Information Officer (CIO). However, we believe it is best practice for 
the CISO to report directly to the CEO (or another c-suite executive). 
This is particularly true if the CIO is managing both “revenue-
generating” business lines as well as having cyber risk responsibility. 
When a CIO has remuneration linked to financial growth outputs or 
short-term efficiency gains, security considerations can often take a 
back seat in the decision-making process.

Regular vulnerability scanning (strategic recommendation)
Vulnerability scans are automated processes that are performed 
by various types of scanning software. Companies need to have a 
regular and structured vulnerability scanning process in place to 
ensure weaknesses are identified and rectified efficiently. There 
are many different types of vulnerability scans (e.g. IoT scans, web 
applications, network scanning etc). Monthly scanning should be a 
minimum, with daily scanning best in class.

Creating and updating incidence response plans (strategic 
recommendation)
If the most important principle of cybersecurity is the assumption 
that a cyber breach will happen, then the next step is to implement 
an incident response plan. Every company should have an incident 
response plan and this plan should be regularly updated and 
expanded upon, depending on the complexity and size of the 
businesses in question and in conjunction with emerging risks. 
Technical teams must have an understanding of how to handle 
different cyber incidences and, similarly, the executive teams 
need to know the playbook of when to shut down operations, 
what the trigger is for this, and who has responsibility for this 
decision. In cyber defence, speed is of the essence and having a 
well understood and well-rehearsed incident plan can dramatically 
improve response times.
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become inaccurate. Unless otherwise authorised by Schroders, any 
reproduction of all or part of the information in this document  
is prohibited. 

Any data contained in this document has been obtained from sources 
we consider to be reliable. Schroders has not independently verified 
or validated such data and it should be independently verified before 
further publication or use. Schroders does not represent or warrant 
the accuracy or completeness of any such data. 

All investing involves risk including the possible loss of principal.
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‘forward-looking’ information, such as forecasts or projections. Please 
note that any such information is not a guarantee of any future 
performance and there is no assurance that any forecast or projection 
will be realised. 
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